S
oftware is envisioned to play an unprecedented dominant role in future communication paradigms, with user-defined applications capable of not only communicating with, but also controlling some features of the underlying communication infrastructure in a secure and trustworthy manner. This (r)evolutionary trend toward virtualized and "softwarized" networks enable Internet-based service users and providers, as well as the related stakeholders, to take advantage of resource abstractions and to adopt a programmatic approach to service deployment. In a "game-changing" scenario, a user's needs can be decoupled and expressed independently of the specific underlying implementable technology, but yet the requested service must meet the expected mutual trustiness and security levels. This trend opens a number of disruptive solutions that can change the Internet as we know it.
Distributed ledger technologies including Blockchain, a digital, decentralized platform that records and verifies transactions (ledgers) and contracts in a secure manner, is a game changer for enabling truly distributed transaction-based venues, including identity, Internet, financial, government, health, supply-chain, and other technology services. One of the first and most popular Blockchain application, Bitcoin, has showcased immense fortune in this technology, which is now widely considered as a viable example for many applications that go beyond the concept of digital currency to build on consensus-driven trust, immutability and decentralized nature provided by distributed ledger technology.
Identity theft presents a serious problem that impacts the integrity of on-line interactions. The reliance on user name and password has serious implications on fraud and the bottom line of financial transactions. Current identity management schemes that rely on knowledge-based authentication for performing Know-Your-Customer (KYC) operations are inadequate for performing online identity vetting. Furthermore, the approval of data protection laws, such as the General Data Protection Regulation (GDPR), will have a direct impact on the way identity data is treated by relying parties. In this regard, the emergence of distributed ledger technology has the potential of replacing old style identity federation schemes into modern dynamic ones based on the ability to access public keys on the ledger. This is also driving the potential adoption of new platforms for online digital identity, such as Sovereign Identity (http://www.sovrin. org).
Intent-based networking is another disruptive approach, since it allows users to request network services using only terms and languages that are known and relevant to themselves, specifying "what" they want to achieve and not "how." Such a high level of abstraction enables a complete decoupling of the service description from the technology-specific mechanisms required to deploy it, facilitating interoperability and pro- This special issue features six articles addressing major issues concerned with evolving standardization processes and underlying technologies in the context of Blockchain for different application domains, showing how distributed ledger technologies can be so disruptive that they can change the Internet as we know it.
The article titled "Blockchain Standard: Can We Reach Consensus?" by Gramoli and Staples offers an overview of current standardization initiatives on Blockchain and distributed ledger technologies, including projects from ISO, ITU, W3C, IEEE, IETF, and other Standards Developing Organizations (SDOs). The authors focus on the need for a common terminology, and discuss some of the most important elements of a possible functional architecture: consensus, security and ownership. They finally argue that any standard development should be conceived with a high level of flexibility to cope with the fast evolution pace of Blockchain and distributed ledger technologies.
In the article titled "Blockchain Based Decentralized Cloud/ Fog Solutions: Standards, Challenges and Opportunities," Uriarte and De Nicola present an overview of smart contracts and Blockchain solutions that enable completely decentralized cloud/fog deployments, i.e., without any intermediary. In particular, the authors compare the Golem, iExec, and SONM projects: first they highlight the main common architectural aspects, then they analyze the specific technological differences and discuss the most relevant challenges. Finally, they provide an overview of existing standardization efforts and suggest new opportunities to foster interoperability. The article titled "Blockchain-based Decentralized Applications for Multiple Administrative Domain Networking" by Rosa and Rothenberg investigates the vision, supported by working experiments, on how blockchain-based decentralized applications make it possible to take advantage of smart contracts for lifecycle management of end-to-end network service slices across multiple administrative domains. The authors define a number of operational phases for the deployment of a generalized network service in multi-administrative domains, including also a noteworthy "intent" stage to define network service requirements among different providers. They also present a proof-of-concept implementation of a multi-domain service orchestrator and discuss potential standardization opportunities.
In the article titled "Exploiting the IoT potential of Blockchain in the IEEE P1931.1 ROOF Standard," Meloni et al. discuss how Blockchain technology can facilitate the implementation of decentralized, semi-autonomous, and trusted Internet of Things (IoT) platforms and services, guaranteeing secured data exchange as well as tamper-proof record keeping. In particular, the authors present the architectural framework and the use of Blockchain technology proposed by the IEEE 1931.1 working group, which is currently defining a standard for technical and functional interoperability of federated IoT systems for Realtime Onsite Operations Facilitation (ROOF). They also provide an outlook of current open issues and future improvements needed for a successful deployment.
The article titled "ApproxBC: Blockchain Design Alternatives for Approximation-Tolerant Resource-Constrained Applications" by Vairam et al. investigates possible design alternatives to the current Blockchain technologies, in order to reduce the requirements in terms of computational power and storage capacity. In particular, the authors present two design variants: the first one uses Hash-tables instead of Merkle-trees to store the fingerprint of accepted transactions; the second one uses a novel data-structure called e-BF that combines the space and computational efficiency of Bloom filters with the usability of hash-tables. The authors argue that the proposed ApproxBC solutions can be configured to provide a level of security that is acceptable for a certain class of applications in resource-constrained environments, including as relevant examples vehicle insurance and power utility management.
Finally, in the article titled "Blockchain Based DNS and PKI Solutions," Adiguzel and Karaarslan discuss how to implement decentralized Domain Name System (DNS) and Public Key Infrastructure (PKI) solutions based on Blockchain technologies. The authors provide a classification of Blockchain-based DNS and PKI implementations according to the offered services. They highlight advantages and feasibility aspects of those implementations, reporting also from practical experience. Finally, they address the vision of a "decentralized Internet."
We would like to thank all the authors for their valuable contributions to this Feature Topic, and the reviewers for their voluntary effort and constructive feedback to the authors.
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